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% Threat Actor®

dra8g1vuavnau Threat Actor

¢ RansomHub nduiillu Ransomware-as-a-Service (Raas) wWiumsisonala
uazihkueiunduithkuientdadey

¢ Qilin Ransomware nduildsuaduauldmamshud Synnovis luaksisoraundns

« Dark Angels (Dunghill Leak) ngutilungsnanmsilammedoyavavavAnsikajuas
$guna lagimsiBanAlangoiv 75 Suavaaisansy

¢ APT29 (The Dukes) njuiiina:urmaus:inAsalde Taslbudnivaidansatndniiuns
[szuuazMsiAudayan1vAlsLou

« TA542 (Emotet) nduiilu cybercriminal Adamshudnivaumasiiafdunsuwsns:0e
bSauazmsiiudayanivmsidu

e LockBit (Jundu ransomware Addaidsoun ua:lugsnlugiu: Ransomware-as-a-
Service (RooS) AGAsIGOIUDEDAIIVYID
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o1wsaynslsiuas (Cybercriminals) nduAlhudiwonaus:Toyinwmsivu wu mMshud
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laglaw:
SguranaduauuavasiuTsiwas (Nation-state actors) Sguialnaduauuias:ziaisidu
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« msilnousuwlinviu Walk§Inmsasiadulazkandsvashbud uairalumsiovAuisanAy
wuavusvadslasumsilnausuagwaliiaus lasmsasudsavinadiua Phishing uastuzth
msufua@nUaaasslumsigviuaunasiia

o mslds:uullovAuua:asivduAsanAIb avAnsAISGadvs:uu Firewall uazs:uuasiodu
aslbuduuu IDS/IPS (Intrusion Detection and Prevention Systems) Wa¥lensav
dayaniings:uu as>asuwadnssuiHaund ua:davAumsiindvonluldsuauaio

o msdrsavioya (Backup) msésevioyalludvarAsywaliuulalasiauisaddudayaldlu
aseingalbud Svadsdrsavdoyasdwaliauataziivdoyadisevidlunivasans wu lus:uu
pandkSaansadaniugnaandnindotlokan
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AUUapaAsRda

* A1S0SIDADULANAFDUSUUSAYIAIUUADAATDEIVALILAND NSASIDADULANAFDUSEUU
(u Mmsnaaaumsimzs:uu Ko Penetration Testing) ¥aaAukIyovlkino1Pv:AadU Uas
Wumsdudurwnasmsnldodius:ansmwiumstovAussnnaiy

_——

N NT cyfence. (2567, 13 waAdmau). fMaAdugdndu Threat Actor sretulanadna.
S19A1S91VOV ; .
https://www.cyfence.com/article/what-is-threat-actor/

TH R H%E‘i 219100 clo 1518, 1525 https://noc.nsru.ac.th/

0’0 01

dounmuiayalwuLan



